Working with Encrypted Data

In ODK Aggregate



Install Java and Cryptography extensions

In the LSHTM Application Window,
Select ”Utilities”

and double click on the “Java x32”
icon




Install Java and Cryptography extensions

In the LSHTM Application Window,
Select ”Utilities”

and double click on the “Java x32”
icon

Do not change any settings in the
subsequent options, but follow the
instructions to update Java and install
the cryptography extensions.

i.e. just keep pressing ‘ok’




Obtain a pair of encryption keys

* You can create a pair of keys for encryption using the open source openSSL software
* https://www.openssl.org

* We can also provide keys and will keep a copy of your keys in our locked safe.
* Email odk@Ishtm.ac.uk
*  We will send you a pair of asymmetric encryption keys (either via whatsapp or face to face, not by email)

* The Public Key is used for encryption and is included in your ODK forms
* The Private Key is used for decryption
e It should be kept on a USB thumb drive in a locked room, safe or filing cabinet.


https://www.openssl.org/
mailto:odk@lshtm.ac.uk

Copy the public key in to your ODK form

* The Public Key is a text file that looks something like this if you open it in textedit or similar
* To use the public key with ODK, you first need to remove the line breaks in this file to get the key on one line
* Copy the single-line version of the key to your clipboard
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& ~/Oropbox/SHARED_FOLDERS/ODK/Encryption_Stuff/ODK.PUBLIC.KEY.11111.pem .

——===BEGIN PUBLIC KEY-———-
MIIBIjANBgkqhkiGI9wOBAQEFAAOCAQBAMIIBCGKCAQEAIDXK7dbAIBIDScBSM+aB
lbvtIUce LkwdYX+CBVOuHdvkCm6g@CIMenrz jRrhKyty@hSgIRfhIBozIfEJYSWR
usz/ClGeNiLBFz3JGY fnFWLw4ZmNKQwAZz2CS/zoI4Mu7QR jmeWPIBohd jHo1hINI
jogmedIipdGDn+3DgsuvFYXxj kWIXN7opEkxAeBQukQzAxCiWbwdhKWKQzwgzmSu
5HqCldkkQQ1Q5Zd/Ksdme jWQa/5xDd/g0)8ql+AVzZC1Z9fE@+2HLEEQca8pgWuP
XAnPEK2BANI/ 1t fPhgKOCE1inXAZxIrDSybePUIyYbIj14aQ300sMpp4EMFFULrY
bQIDAQAB

l---—END PUBLIC KEY=———-
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£ ~/Dropbox/SHARED_FOLDERS/ODK/Encryption_Stuff/ODK.PUBLIC.KEY.11111.pem . . B. |

~——==BEGIN PUBLIC KEY--—m

MIIBIjANBgkqhkiGIw@BAQEFAAOCAQBAMIIBCGKCAQEA1DXK7dbAI8IDs cB5M+aBlbvtIUce LkwdYX+CBVIuHdVkCm6g@CIM@nrz jRrhKyty®hSgIRfhIBozIfEIYSwRuUSZ/ClGeNiLBFZz3IGY fnFWLw4ZmNKQWA:
~====END PUBLIC KEY-—=m~
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Copy the public key in to your ODK form

* Paste the single-line version of the key in to your ODK form Excel file
* The key needs to go on a tab called ‘settings’ and in a column called ‘public_key’
* Both names are case sensitive and should be lower case.
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Convert your form to XML

e Use ODK XLSForm Offline, available here : https://github.com/opendatakit/xIsform-offline/releases

@ ODK XLSForm Offline v1.6.0
|

l About Quit
1. Choose XLSForm (.wis or _xisx) for conversion

‘> Choose file... ..Encryption_Stuffftutorial_encrypted.xisx

2. Choose location for output file(s)

Choose location. -PLOX/SHARED_FOLDERS/ODK/Encryption_Stuff

3. Set conversion options
£ Overwrite existing output file(s)
£ validate converted XForm with ODK Validate

| 4 Run conversion

P
V

Run

Input file: /Users/chrissyhroberts/Dropbox/SHARED_FOLDERS/ODK/
Encryption_Stuff/tutorial_encrypted.dsx

Output file(s): Users/chrissyhroberts/Dropbox/SHARED_FOLDERS/ODK/ |
Encryption_Stuff/tutorial_encrypted.xmi



https://github.com/opendatakit/xlsform-offline/releases

Upload the XML file to your server
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Connect your Android device to the server

Get the blank form from the server, then fill and submit a test form




The data in the submissions view is now
encrypted
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Here is the encrypted data



Download ODK

Briefcase o o
https://github.com/opendatakit/briefcase/releases iage Luckiian 151, Seompa/COK Breicane Sasaps
Copy the latest release of "ODK Briefcase vx.x.x.jar” Remerntes passmords Goner rysted
file to a folder on your hard drive VTV oy

Double click to open the ODK Briefcase Software.

You may have to allow security privileges on some
computers.

On Mac OS you may need to go to “system
preferences > security & privacy” then unlock the
preference pane and click ‘Anywhere’ under the
"Allow apps downloaded from” section.

ODK Briefcase


https://github.com/opendatakit/briefcase/releases

Set the download
folder

This is the folder in which all of your data will
be saved and decrypted

It should not be a folder on a filesharing
system such as Dropbox, nor a folder which is
automatically backed up to an unsecured
drive.

X ODK Briefcase - v1.9.0

Export  Settings

Pull data from: Agoregate 1.0

URL:

Form Name

Clear al

Connect...




Connect to the ODK
aggregate server

Click the ‘connect’ button

X ODK Bnefcase - v1.9.0
m Push Export Settings
Pull data from: Aggregate 1.0

URL:

Form Name

Pull Status

ODK Briefcase

Claar 3l




Connect to the ODK
aggregate server

Change the url to match the location of your server

Enter the user name and password of an administrator
account and press the ‘Connect’ button.

IMPORTANT

The URL needs to include the main folder for the data. This
folder’s name is the same as your server’s name

i.e. if your urlis
https://test.odk.Ishtm.ac.uk
then the url you enter in ODK Briefcase should be

https://test.odk.Ishtm.ac.uk/test

Push Export  Settings

Pull data from Aggregate 1.0

& @® Aggregate v1.x Server Connection
URL: https://test.odk.Ishtm.ac.uk/test

Username: admin

Password:

Username cannot be a Google login; it must be an ODK
Aggregate username with ‘Form Manager' permissions.

e ey 2

Cancel

Select all

Connect...

<



Pull data from the ODK
aggregate server

ODK Briefcase will now list all the forms that you can copy
from the server on to your machine. This action is called a

‘pull’.

Tick the box next to the forms you want to pull or press the

‘select all’ button

Press the ‘Pull’ button to pull your data in to the folder you

specified earlier.

9 (] ODK Briefcase - v1.8.0
m Push Export  Settings

Pull data from Aggregate 1.0

URL: https://test.odk.Ishtm.ac.uk/test

Connect...

B

FormName » Pull Status

tutorial_encrypted

ODK Briefcase

Select all




@ @ ODK Briefcase - v1.9.0

T T—

Pull data from the ODK - o o i

Pull data from:  Aggregate 1.0 [T
a gg regate Se rve r URL: https://test.odk.Ishtm.ac.uk/test Connect...
Form Name =~ Pull Status

. . ’ v _
All successfulls pulls will be flagged ‘success’ in the “Pull , - B

Status” column.

In your download folder you will now find this directory

structure Download Folder

> ODK Briefcase Storage
There will be one uuid folder for each form you submitted >forms
to the server. >tutorial_encrypted
Inside each of these folders you will find encrypted files >instances

>uuid....



V] =] ODK Briefcase - v1.9.0

Pull Push I Settings
EX p O rt a n d d e C ry pt | Export directory /Users/chrissyhroberts /Desktop/tmpdecrys M

th e d ata fro m | PEM file location Choose...
. f Start date Choose...
Briefcase |
Form Name = Export Status Last Export
8 tutorial_encrypted Not exported yet

Click the ‘export’ tab

Click the ‘choose’ button next to ”Export Directory” and
choose a directory in which to export the decrypted data

This folder should not be on Dropbox etc., nor on folder
backed up to enencrypted media.

Select All



& D ODK Briefcase - v1.9.0

Pull  Push [SEEREN Settings

; Export directory /Users/chrissyhroberts /Desktop/tmpdecryg hoose...
S e | e Ct t h e | 0 Catl on Of | PEMfile location :ryption_Stuff/ODK PRIVATE KEY.11111.pem
Start date Choose...

the private key | End date Chgean
| - Form Name =~ Export Status Last Export
. -IO tutorial_encrypted Not exported yet

Click the ‘export’ tab i

Click the ‘choose’ button next to “PEM File location” I
Find the private decryption key
Select the forms you wish to decrypt

Press ‘Export’

Clear All Export



@ @ ODK Briefcase - v1.9.0

Pull  Push ST Settings
Export and decrypt
Export directory /Users/chrissyhroberts /Desktop/tmpdecryg Choose...

th e d ata fro M PEM file location ‘ryption_Stuff/ODK.PRIVATEKEY.11111.pem  Clear

. Start date Choose...

Briefcase
| Form Name =~ Export Status Last Export

& worial_encrypted  Succeeded 15/05/2018, 16:21 B

Export Status will change to ‘Succeeded’ if everything went
well.

Clear All Export




Export and decrypt
the data from

Briefcase
v

In the export directory you will find a new folder called
‘decrypted’
Inside should be a csv file, which can be opened by R,
STATA, Excel or text editors.
If there are photos, videos or sound recordings inyour o o
form, there will be a ‘media’ folder which contains these. r—
The file paths to these media files will be updated PR
automatically in the CSV document. .

Paste & Format

D12 v
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1 SubmissionDate
2 15 May 2018, 15:40:04
3
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| decrypted

B tutorial_encrypted.csv
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Here is the data uuid:ccf3b884-961¢-4820-b49d- 72402196294  uuid:ccf3b88 TRUE



